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o A 28 o2 720 E(dl)
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“*eBPF
» 252 AHE RO A HHSIA AR o REE Al = AA O == 7=
= uprobe, tracepoint, rawtracepoint, kprobe XNE2 24 7ts
= T&)0 A EfY 2+

= AFEALZLEROIE R 2| =0 M A ZES ZEOHEH e E

O|IE S PHE2 Yot0] A AH A|ZHHZO0 LS EX
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o QO
O Process User . .
uprobe = 3 ] Cj [ } libc.so:settimeofday
> w) write() read() !
tracepoint :
poin' =) Syscall [ il el raw_syscalls:sys_enter
rawtracepoint ’ L !
X © ( File Descriptor ] [ Sockets ] -
=
kprobe ) 3 g : — ] : T ] do_settimeofday64
e 4 [ Block Device ]= =[ Network Device ]
% & Storage { @ Network 1
= T NES
eBPF —?—%)l 7|’ ) xl = https://ebpf.io/what-is-ebpf/
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HEtE| O] B (B AR RFEFIA
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Modified by
inctify_add_watch(), ———3» watch list
inatify_rm_watch()
inode | mask
Populated by kernel,
based on watch list ———— 3 Eyent queue
and filesystem events
inctify_event {}
inctify_event {}
inctify_event {}
Events consumed
and returnedto ~ €—————
user space by read()
|n0t|fy API %I_l- J_—Il-IO-I https://lwn.net/Articles/604686/
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= =2 A E: Ms Windows 21 It E 2| FZ2-80| EF ElCh= TA|, A2 0 ol e O|HIES B A

[3] Palmbach, David, and Frank Breitinger. "Artifacts for detecting timestamp manipulation in NTFS on windows and their reliability." Forensic Science International: Digital Investigation, Vol. 32, 300920, 2020
[4] Oh, Junghoon, Sangjin Lee, and Hyunuk Hwang. "Forensic detection of timestamp manipulation for digital forensic investigation." IEEE Access 12, pp.72544-72565, 2024.
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User Mode

Kernel Mode
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inotify API(ZA|)

oA O] mtime(+=™HAIZH S

time_i2 HZ
WHE A ZHEHA OflA| l
. . =
mtime : 134 20 time_i7t mtime 2Tt P AIZrOI7R | W [ Az EA U
time_i: 10A| 20= -
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O[22 A[ZFEHZ OflAl

mtime : 13A[ 20 ~ time_i7F mtime 2 C} 0|29 B2, » A|ZF =} HEAR
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bpftrace Linux8 12 =5 ANHQULICE bpftrace= LLVMES o= 2 AFSSHATRIE
libbpf 2 becE AHBSHY Linux BPF 6H9| A ARDE 7|E Linux £8 7|5(1'd 88 FH(kprobes), A2 7 S8 35
(uprobes), =5H 5)1t 4% ZEELICE bpftrace HHE awk, C U Dlrace®t SystemTapat 22 0|H =5 T2 140 F =|L|C} &f & gle A

@ ExtendedAndroidTools

Public

#E grAuELICE bpftrace= Alastair Robertson 0] ZHEAELICE .
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AAEA[ZERHE
(settimeofday 7|9t EFX])

touch —d [-m, -d, -t] “YYYY-MM-DD"” <file name>
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asemd ] ine: Mo such filefo — S0fcmd ! inet Mo such filelea I or 061 femdl ine: Mo such fil

A| A4 QB A|ZHHE BFX| A1t date —s BfX| Z1} toybox —s £ X| Z1} hwclock —s Ef X| Z 1}

t mtime set +.. Fl ITURE: r'|-:':'.'f'~'=1Tl : F583 qE2 ni|1'1'=I-I:i

touchE O| 8¢t 1tA/0|2i = HE X 21}
AR 2E A date toybox date hweclock A o] 24
PID 1318 13065 17150 13061 7| mtime 1758345541 1758345582
Com binder:1318_[1-7] date toybox hwclock HE time_i 1758172454 1758431654
TID 2429 13065 17150 13061
uiD 1000 0 0 0
Cmdline system_server X X X
settimeofday ZfA| Z 1} inotify APIZ &t ZA| Z1f
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